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Ozet

Dijital teknolojiler alaninda yasanan gelismeler bir
taraftan bireysel ve toplumsal yasamini dénistirdr-
ken, diger taraftan  bireylerin ve toplumlarin mah-
remiyet anlayislarini donistirmektedir. Dijital tekno-
lojiler marifetiyle gériintii ve seslerin kaydedilmesi,
saklanmasi ve iletilmesi yetenegi mahremiyetin ihlal
edilmesi sorununu ortaya cikarmakta ve kisinin 6zel
alanini daraltmaktadir. Bu calismanin temel amaci,
gozetim, akilli teknolojiler ve mahremiyet olgular
arasindaki iliskiyi olgusal veriler lizerinden analiz et-
mektir. Arastirma betimsel istatistiksel yonteme da-
yali olarak yiiritilmistir. Arastirmanin problemi ve
temel sorusu dogrultusunda evren parametrelerine
dogrudan ulasma imkani oldugu icin betimsel istatis-
tikselyéntem tercih edilmistir. Arastirmanin analizleri
cesitli veri tabanlari yoluyla ve acik kaynaklardan elde
edilen ikincil verilere dayandirilmistir. Veriler hem
egilimleri acisindan incelenmis hem de toplumlari
gbzetim toplumu yapan akilli teknolojilerin yillar itiba-
riyle gelisimi grafik olarak verilmistir. Bu calismada
mahremiyet ve gbzetim toplumunun birlikte diisindil-
mesinin imkani elestirel bakis acisiyla incelenmistir.
Arastirma bulgulari gelismis (lkelerin gézetim imka-
ni acisindan da gelismis oldugunu ve bu toplumlarda
mahremiyetin korunmasinin neredeyse imkéansiz ol-
dugunu géstermektedir.

Anahtar Kelimeler: Gézetim toplumu, mahremi-
yet, akilli cihazlar, betimsel istatistik, dijital tekno-
loji.

Abstract

Developments in the field of digital technologies,
on the one hand, transform individual and social
life, and on the other hand, transform the privacy
understanding of individuals and societies. The ability
to record, store and transmit images and sounds
through digital technologies raises the violation of
privacy and narrows one’s private space. The main
purpose of this study is to analyze the relationship
between surveillance, smart technologies, and
privacy phenomena through factual data. The
research was conducted based on the descriptive
statistical method. In line with the research problem
and basic question, the descriptive statistical method
was preferred because it canaccess the universe
parameters directly. The research analysis was based
on secondary data from various databases and open
sources. The data has been examined in terms of
trends, and the development of smart technologies
that make societies surveillance societies over the
years is given graphically. In this study, the possibility of
considering privacy and surveillance society together
has been critically examined. Research findings show
that developed countries are also developed in terms
of surveillance, and it is almost impossible to protect
privacy in these societies.

Keywords: Digitalsociety, privacy, smart devices,
descriptive statistics, digital technology.
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1. Introduction

The main factor that narrows people’s private space is the irresponsible use of digital
technologies, and the possibility of these irresponsible behaviors is increasing daily.
As of 2021, 66.6% of the 7.83 billion population in the world are mobile phone users,
59.5% are internet users, and 53.6% are social media users. As of 2021, 90.8% of the
84.6 million population in Turkey are mobile phone users, 77.7% are internet users,
and 70.8% are social media users (We Are Social, 2021). While digitization rates are
increasing worldwide, this change is above the world average in Turkey. It is understood
that the idea that digital technology can be used for the benefit and welfare of society,
together with the concept of Society 5.0, is an illusion in terms of privacy (Fukuyama,
2018: 47; Granrath, 2017; Martin, 2008: 151). On the other hand, ignoring the opportu-
nities provided by technology means resisting digital transformation and staying behind
the change. However, it is undeniable that every opportunity brings risks and problems.

The digital revolution, which emerged with the development of information and commu-
nication technologies, changes every aspect of life, transforming it according to its place
and changing the understanding of traditional privacy. Understanding privacy, associat-
ed with bodily privacy in traditional societies, causes problems such as “privacy of per-
sonal data” and “right to be forgotten” with the widespread use of digital technologies.
Digital technologies, which direct not only the private life of many people but also their
business and social life, can be used for different purposes. These technologies function
as a communication channel, social environment, information source and transaction
environment in the lives of individuals. While this situation facilitates human life, on the
other hand, it raises the problem of making more private information public and sharing
it over the Internet. While people are using digital media tools, they may consciously or
unconsciously share much information about their private lives, causing a violation of
privacy (Boyd & Ellison, 2007:15; Tuunainen, Pitkanen, & Hovi, 2009: 25). violation of
privacy raises the problem of various violations in general human rights, constitutional
rights and personal data protection rights. The increased possibility of digital surveil-
lance may cause a new problem called “violation of privacy” in digital societies.

Sustaining life in a rapidly changing and digitalizing world is possible by not staying out
of the digitalization process, that is, by bringing together pieces of information in digital
environments and transforming them into concrete outputs. With the contribution of
digital technologies, a new social structure called “surveillance societies” emerges, and
the possibility of surveillance can cause privacy violations. When the desire for surveil-
lance is combined with the ability of smart devices, the narrowing of the private space
of individuals and the violation of privacy is inevitable. This situation raises the problem
of the uncertainty of the boundaries of concepts such as surveillance, private space and
privacy in digital societies. With the help of smart devices, what is public and what is
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private becomes an important topic of discussion (Dolgun, 2005: 55-58; Bauman and
Lyon, 2018: 31; Cayci and Cayci. 2017: 36). Opportunities provided by digital technologies
can easily cause the violation of the privacy rights of individuals.

Thanks to mobile phones, security cameras, computers, biometric controllers and other
smart devices, the privacy limits of individuals are eliminated, and the data that should
not be in the public domain is recorded in cyberspace (Erdem and Kaya, 2019: 148; Cor-
mack, 2019: 23). With the help of smart devices, surveillance activities based on display
and peeping are changing in pre-modern times, and new types of surveillance such as
“synopticon” and “super panopticon” appear. Synopticon means the transfer of surveil-
lance to cyberspaces thanks to digital technologies (Cakir, 2015: 344; De Laat, 2008:
57). In cyberspace, the boundaries of private-public space disappear, and the problem
of privacy arises. Invisibility, a requirement of privacy, is taken away from the individual
with the spread of smart devices. The main problem here is that individuals do not care
about privacy and see it as a price to be paid against the opportunities provided by smart
technologies [Bauman and Lyon, 2018: 41; Amitay and Rahayv, 2020: 20). Another issue is
that surveillance has become an object of desire for individuals due to cultural changes.
The irresponsible use of digital technologies transforms both the watcher and the ob-
served individuals into power apparatus without the powers’ pressure.

2. Conceptual Framework
2.1. The Problem of Privacy in Digital Societies

Developments in digital technologies have recently led to the emergence of a new prob-
lem specific to the digital society: the problem of protecting personal data privacy and
privacy violations. Privacy is one’s own private space, a zone of autonomy. It refers to
an area where people can be alone, think, act, and decide on what boundaries to com-
municate and communicate with others (Bauman and Lyon, 2018: 41). confidentiality or
privacy encompasses protecting personal data. The use of digital technology often dis-
rupts the balance between the private and public domains, bringing along the problem
of privacy violation (Dinev and Hart, 2005: 7-8; Aimeur, Gambs and Ho, 2010: 172-179;
Pitkanen and Tuunainen, 2012: 25; Buchenscheit et al., 2014: 20-29). Privacy is a funda-
mental human right and underpins rights that support human dignity, such as freedom
of association and expression.

The right to privacy is the right of individuals to determine to what extent they will
share their living spaces with others (Bennett, 2009: 229; Yiiksel, 2003: 181; Kokolakis,
2017:122). Although the concept of privacy differs from culture to culture and even from
time to time, it has a common and universal aspect. Privacy means not sharing infor-
mation, images, sounds and photographs belonging to the person unless he/she wish-
es. Although there are different forms of privacy, privacy consists of territorial privacy,
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which means the privacy of the physical space surrounding a person, personal privacy
that prevents unnecessary interference with the physical existence of the individual, and
information privacy regarding the collection and processing of personal data (Kokolakis,
2017:125; Buchenscheit et al., 2014: 20-29). Types of privacy require the protection of
physical space, the protection of individuals against unfair interventions and the protec-
tion of information security of individuals. Privacy violations also occur with the violation
of the elements that make up the types of privacy.

With the changes in the field of information and communication technologies, the vi-
olation of the privacy rights of individuals becomes easier. The use of the Internet by
individuals while working, maintaining their daily lives or enjoying their free time causes
them to leave a footprint in the digital world, which raises the issue of various privacy
violations. The storage and use of data regarding the private lives of individuals in dig-
ital environments cause health and financial data security concerns. Techniques and
analyses emerging with big data applications bring along the problem of protecting the
privacy of individuals (Tan and Pivot, 2015: 862; Miltgen, 2009: 103-125). For this reason,
many countries make legal arrangements for privacy. It aims to protect personal data
collected by recording online behavior and keeping log records. Individuals have no idea
what kind of data is collected and where it is kept, how long it will be kept and what it
will be used for can cause various concerns (Ridley-Siegert, 2015: 30-35; Tan and Pivot,
2015: 860). An important aspect of privacy and privacy risks is the problem of who has
access to personal data shared on the Internet and social networking sites. When mali-
cious persons access personal data, privacy and confidentiality are risks (Hughes-Rob-
erts and Kani-Zabihi, 2014: 220; Kaya, 2011: 317). Loss of Confidentiality and control of
personal information can cause personal and social irreparable harm.

Today, digitalization has started to create the virtual online projection of the physical
offline world, revealing the “digital twin” concept. In addition to digital twins, individ-
uals begin to express themselves with the digital identities they create in online envi-
ronments, causing the emergence of digital online ecosystems (Guetl & Chang, 2008
50-60; El Saddik, 2018: 87]. In digital online environments, participation in online soci-
ety emerges as the phenomenon of digital citizenship (Mossberger, Tolbert, & McNeal,
2008). Although digital citizenship includes being respectful to oneself and others, pro-
tecting oneself and others, carrying digital rights and responsibilities, and digital se-
curity in digital environments, the irresponsibility shown in these media causes digital
privacy violations.

Surveillance is a special information collection, storage, processing, evaluation and use.
Surveillance, which can be taken back to the known history of humanity, has gained its
real prevalence in social life in the modern time when digital technologies have become
widespread. Surveillance practices strengthened with modernity have diversified over
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time and become one of the important weapons of the governments (Fuchs, 2016: 218;
Gandy, 1989: 61). The main source of power in surveillance societies can be expressed
as holding information and using it when necessary. In the western world, the concept
of surveillance is identified with the “Big Brother” in Orwell's novel 1984. In the surveil-
lance provided by punishment and violence, the eyes of the governments are always
on the individual, and in this way, they can keep them under constant control. This also
means that private space for the individual cannot be easy. In his book, Orwell described
a world where individuals are watched 24 hours a day, with a bureaucratic system he
called Big Brother. Huxley’s Brave New World novel describes this desire for control
in a world where individuals consent to surveillance by persuasion (Erdem and Kaya,
2019: 1457; Lyon, 2013: 161). In both novels, surveillance is one of the important tools to
ensure the control of the powers and control individuals’ lives.

The concept of surveillance was first used in the literature with Bentham'’s conceptu-
alization of the “Panopticon.” Bentham defined surveillance as “a new method that has
no precedent and gains mental power over the mind” (Guven, 2011: 8; Lyon, 2013: 184).
According to Marx, the phenomenon of surveillance emerged in parallel with the devel-
opment of capitalism in modern times. It is an element of the struggle between labor
and capital. Surveillance is tool capitalist managers use to achieve the highest level
of efficiency. As a result of keeping the factory workers under constant surveillance
and control, the system reaches its most efficient state (Bozkurt, 2014: 104). Giddens
described the surveillance as a tool that nation-states should have to maintain their
power. Societies are disciplined by surveillance (Giddens, 2005: 69; Giicliyener, 2011: é;
Allen, 2008: 323).

Foucault (1992), in his book “The Birth of Prison,” defined surveillance as a “functional
means of discipline.” The discipline of the government can only be possible with the
existence of the means of suppression. Governments are trying to establish order by
employing surveillance. According to Foucault, surveillance is not only a means of
maintaining order but also an important means of establishing biopower. Structures
suitable for surveillance are built. Foucault explains this situation with the military
school model. The building of the military school is modeled on surveillance. Bedrooms
are scattered along the corridor like a series of small cells. Officer lodgings frame it at
regular intervals. There is an officer on the left and right of every ten students. Students
are closed and kept under surveillance in these rooms during the night (Foucault, 1992:
216). Today, the ability of smart devices has been added to this mechanical surveillance,
and the power of surveillance has been consolidated. This situation, which Foucault de-
fines as “immanent power,” has been achieved by violating the individual's privacy. The
governments, who are aware of all the private information of the people, who are con-
stantly watched and whose preferences are stored, benefit from this data while taking
their steps and thus expand their sovereignty.
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The main reason for oversight to hold power is security and discipline. The “Panopticon”
designed by Jeremy Bentham in 1785 is a prison model and a prototype of surveillance
activities. Inspired by the prison model architecture and the basic design of invisible sur-
veillance, Foucault developed the panopticon as a type of surveillance. Foucault uses the
panopticon to mean “the power of the mind over another mind.” The main purpose of the
panopticon as a type of surveillance is that it is not known by whom the surveillance was
carried out. The panopticon aims to act under control by thinking as if the individual is be-
ing watched at all times, without knowing when he is being watched (Foucault, 1992: 251;
Erdem and Kaya, 2019: 1458). The basic tool of invisible surveillance was the panopticon
yesterday, and today it is thanks to the MOBESE cameras spread all over the place. Thanks
to this system, governments are expanding their sovereignty by violating privacy for the
sake of the security of the society, by monitoring everything from parks to streets, from
prisons to streets and boulevards, and from public buildings to common living spaces.

The advancement of technology and the widespread use of smart devices increase the
surveillance possibilities of governments. Bauman expresses this situation with the
concept of “fluid surveillance,” a continuation of liquid modernity. Fluid surveillance is a
form of orientation, not a way of explaining surveillance. In this orientation, the spread
of surveillance for security reasons is mentioned instead of the surveillance for disci-
plinary purposes in the panopticon. Unmanned Aerial Vehicle systems exemplify the flu-
idization of surveillance in Bauman and Lyon's book “Fluid Surveillance.” These digital
technological tools allow individuals to collect personal data without their awareness.
Today, surveillance individuals are no longer worried about spying on but rather de-
sire to be spied on. Bauman describes this situation as “surrender” (Bauman and Lyon,
2018: 31). With the technological developments in the information age, individuals in
surveillance societies are not citizens but registration numbers consisting of letters and
numbers. This does not mean anything other than the reduction of the subject to the
object (Lyon, 1997: 311; Cayci and Cayci, 2017: 43). Digital citizenship, in a way, means
renouncing being a natural citizen.

Surveillance in pre-modern societies; was used for display, disclosure and even archi-
tectural structures. In post-modern societies, surveillance is done through smart devic-
es and internet technology. Surveillance practices always include a violation of privacy,
regardless of their purpose. The concept of privacy has faded and lost its importance
in surveillance societies (Dolgun, 2004: 15; Schoenherr, 2021). Privacy is where the veil
worn against the outside world can be removed, leaving aside the armor needed in the
public sphere (Lyon, 1997: 29). privacy is not taking away the individual's will to hide
what is unique (Yiksel, 2003: 182; Bennett, 2018: 239). However, developing technolo-
gies and the spread of smart devices simplifies access to all kinds of information at a
level that violates the privacy of individuals. The effect of smart device technologies on
privacy in surveillance societies causes a kind of “death of privacy” problem.
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2.2. The Opportunity of Privacy in Digital Societies

The concept of privacy is “the right to be alone,” “protecting personal information from
others, protecting what should be kept confidential. Privacy means protecting personal
space where people can be alone and deciding the conditions under which they will
interact with others. The private area constitutes a special place in the individual's life,
and this area is closed to the public. This area is ambiguous because it has a special
meaning for each individual and its boundaries are not clear; it contains its ethical codes.
Every aspect that the person does not need to share with others and does not want oth-
ers to know is his privacy (Robison, 2017: 1-9; Berkup, 2015: 28; Cayci and Karagiille,
2014: 195). While the lives of individuals in digital societies show a transition from real
life to digital life, a new form of privacy called digital privacy emerges. While privacy in
real life is “the areas determined by the person unilaterally,” digital privacy emerges
in many ways due to reasons arising from both technology and those who consume it.
Individuals’ perceptions of private and public spaces in the digital environment and their
perceptions of privacy are also changing. Surveillance areas are diversifying simultane-
ously with the development of digital communication and surveillance practices.

The relationship between the observed subject and the observer in digital surveillance
is different from that in surveillance in the classical period. In digital surveillance, there
is often no interaction between two subjects. Simultaneity in surveillance practices in
the pre-modern period has spread to all times of the day (Lyon, 2013: 52-53). The fact
that traces left in cyberspace do not disappear spreads surveillance to all areas of hu-
man life. The boundaries of the private-public sphere, which determine the boundar-
ies of privacy in cyberspace, are getting blurred. This situation can often be realized
with peeping and surveillance practices and the spread of the culture of display and
sharing in social relations. Although exposing the privacy of personal life is individual
freedom, In the last instance, it means the elimination of privacy (Giddens, 2010: 169).
Surveillance, one of the most important power tools in the historic process, reveals its
real social weight with modernization. With the development of nation-states and bu-
reaucratic organizations, surveillance has become widespread. In digital societies, the
spy disseminates information to the public sphere without being seen and surveilled
voluntarily.

Privacy is according to society, and societies create privacy according to their beliefs,
traditions, customs and, in short, their cultures. Therefore, privacy has been part of
society’s culture since ancient times. Intelligent technologies, which affect the daily life
practice of individuals and social life in many ways, transform privacy by eroding it. With
the possibility of digital technologies and smart devices, while the world is globalizing
economically, culturally, politically and politically, on the one hand, it also brings with
it ethical and privacy problems (Flanagan, 2014: 128; Javor, 2016: 248). People develop
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ethical codes according to the education they receive from their family and intimate
environment and the cultural codes of the environment. As culture belongs to local, na-
tional and a certain society, it can be mentioned that ethical codes and privacy percep-
tions shaped according to culture are local. However, with digitalization, cultural norms
and ethical values are damaged universally.

It is difficult to protect privacy in an environment where the private becomes public. The
public sphere is a social life zone outside the family and friendship environment and is
very different from them (Sennett, 2002: 52). It is not easy to define the boundaries of
privacy in a society where the distinctions between the private and the non-private, the
public and the private, are increasingly blurred (Berman and Bruening, 2007: 306). The
phenomenon of privacy constitutes an important part of human life, the boundaries
and shape of privacy are shaped within the cultural understanding and according to the
ethical codes of the society. Developments in digital technologies cause the concept of
privacy to change its meaning and form, and sharing over social networks can threaten
the perception of personal privacy and ethical values.

Being open to everyone’s access and sharing anytime, anywhere eliminates the possi-
bility of being out of sight and transforms the person into a common consumption ob-
ject. The convenience provided by digital technologies to participate in daily life is turn-
ing people into a more public product day by day. Intelligent technologies that provide
access to desired information anytime, anywhere push the limits of privacy, creating a
strange situation such as being visible from anywhere (Bennett, 2018: 239; Grossberg,
1990: 41). Web 2.0 and Web 3.0 technologies, which enable social interaction and con-
tent creation, turn into an important privacy violation tool in the hands of careless users.
While these developments provide many opportunities for people to be visible, they vio-
late visibility’s privacy and ethical dimensions.

Today, digital technologies are transforming cultures through social networks and erod-
ing traditional judgments. Social networks, web 2.0 and web 3.0 technologies push the
limits of control due to the opportunity to offer platforms where users can create con-
tent and cause the problem of protecting privacy and observing ethical attitudes and
behaviors. Ethical problems caused by users becoming active content producers and
consumers, together with social media, which constitutes the infrastructure of digital
technologies, cause the erosion of cultural values. The rich content offered by digital
technologies, on the one hand, allows the visualization of every moment of life; on the
other hand, it causes the emergence of a new sharing culture that violates privacy and
ethical boundaries. The fact that approximately 73% of the developing countries are
Facebook users today while pushing the limits of privacy offers great opportunities for
the surveillance of one’s private life (Ono, 2018; Swinton, 2020; Hall, Kearney, & Xing,
2019: 1396). The desire of people to share their experiences with others and the curiosi-
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ty of being watched and followed by them eliminates the distinction between private and
public life and causes a violation of privacy.

Thanks to smart technologies, images, messages, and personal signs flow through in-
ternet systems. In this case, people cannot escape from surveillance. With the help
of smart technologies, traditional privacy disappears, and the phenomenon of “online
privacy” emerges; online privacy poses the risk that the information that individuals
transfer to the Internet can be copied and passed into the hands of other people or in-
stitutions (Castells, 1996: 376; Saeri et al., 2014: 352). The legal infrastructure and legal
regulations that exist at the stage of integrating technological developments into social
life are insufficient to protect privacy. Information privacy is one of the most difficult
areas to protect in the digital environment. Difficulties in solving the problem arise from
the thought that the legal regulations to ensure confidentiality conflict with personal
rights and freedoms.

Virtual surveillance, facilitated by digital technologies and, in a way, makes everyone
willing to be visible in the global network, brings various risks. One’s health, bank ac-
counts, religious belief, political opinion, ethnicity, sexual life, etc. Information on the
subject can be used for purposes that are not in good faith (Yiiksel, 2003: 211; Calik and
Toker, 2016: 9). This wide surveillance possibility expands the possibility of violation of
privacy (Rigel, 2005: 275). While smart devices allow people to participate in social pro-
cesses as active players, they also turn them into “objects of surveillance.” This reveals
the strange situation of being visible all the time and everywhere and turning into the
“general person.”

According to the results of the “Digital in 2020" research conducted by We Are Social
and Hootsuite, the most dynamic social platform globally is Facebook with 2 billion 449
thousand users, while Youtube ranks second with 2 billion users. According to the re-
search conducted by the application tracker AppAnnie in 2019, the four most download-
ed applications of the decade belong to Facebook. The most downloaded app between
2010 and 2019 is Facebook’s main app, followed by the company’s Facebook Messenger
app, with WhatsApp third and Instagram fourth (Shead, 2019; Snowden, 2018). Reach-
ing a total of 2.4 billion users as of 2020, Facebook -ok has become the most pop-
ulous country globally and has made its owners, together with its stakeholders, the
richest and most powerful people globally. Individuals create the identities they design
here. Allowing a self-design through filtered photos, selected relationships, and select-
ed words, Facebook satisfies individuals’ feelings of being seen and appreciated in the
modern world. Facebook founder Zuckerberg’'s words that privacy is outdated reveal the
company’s view of privacy.
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3. METHOD
3.1. Research Design

This research is a descriptive statistical study, and data obtained from open sources
were used to explain a certain situation. The descriptive statistical method compiles,
collects, summarizes, and analyzes numerical data. As a difference from inductive sta-
tistics, descriptive statistics are to be carried out based on quantitative number values
or counting or ranking values (Spiegel, Stephen, & Laryy, 2013:112). In this method,
numerical values are presented in the form of graphics in order to help the reader’s
mind map. The descriptive statistics method was preferred in this research because
a situation is explained with factual data and quantitative indicators and is suitable for
generating hypotheses for future research.

3.2. Analysis of Data

Data analysis is an ongoing process of classifying and analyzing the collected data with
appropriate techniques. Generally, two different techniques are used in data analysis,
the first is the descriptive statistical method, where the population parameters can be
directly accessed, and the parameters can be calculated directly. The other is the pre-
dictive statistical method, which analyzes the data obtained from the sample drawn
impartially from the population in cases where the population parameters are not
reached. (Tutar and Edem, 2020: 386; Salzmann and Erikson, 2018; Bazhair, 2014: 14;
Lui, 2019). In this study, the descriptive statistical method was preferred because of the
research problem situation and its compatibility with the main question of the research.
In order to support formal analysis, as it is based on the analysis of quantitative data
in the descriptive statistical method; Tables such as frequency count table, frequency
distribution table, classification table and graphical descriptive statistical tools such as
bar graph, box graph and histogram were used (Montalco et al., 2020; Buy(koztiirk et
al., 2016; Dimic et al., 2019; Reddy and Nallabolu, 2020).

4. Findings
4.1. Social Media Platforms Usage Analysis

This research presents data on social media platforms and internet usage rates. The
data examined in the research were taken from the “Global Digital Overview” report
published by We Are Social and Hootsuite in 2015. The data were turned into tables and
graphs in the Excel program. It aims to determine the effective role of social media plat-
forms and the Internet in the surveillance of the individual in the surveillance societies
of the analyzed data. Social media platforms play an important role in surveillance today,
where surveillance has become an object of desire. As indicated in Table 1, some social
media platforms’ number of active users between 2015 and 2020 is given. Active users

,,,,,,,,,,,,,

KAYTEK | KAMU YONETIMI VE TEKNOLOJi DERGISI



Dijital Toplumda Mahremiyetin imkani Uzerine Bir inceleme

are individuals who regularly use these applications every month. Facebook has been
the most used social media platform since its inception. The number of active users of
Facebook, the first application to reach one billion users among social media platforms,
is 2 billion 449 million as of 2020. Regarding the number of active users, Facebook is
respectively; Youtube, WhatsApp, Instagram, Snapchat and Twitter followers. In the In-
stagram application, where mutual surveillance is experienced at the highest level, the
number of active users has increased compared to years, and according to the data for
2022, the number of individuals using this application has exceeded one billion.

Table 1: The Word’s Most-Used Social Platforms by Years (In Millions)

Argentina 4.3 3.2 3.32 3.09 3.18 3.1 3.22
Australia 2.1 1.2 1.39 1.39 1.31 1.44 1.46
Brazil 3.8 3.3 3.43 3.39 3.34 3.31 3.42
Canada 2.1 1.4 1.47 1.48 1.47 1.49 1.46
China 1.7 1.5 1.50 2.00 1.57 2.12 2.04
France 2 1.3 1.23 1.22 1.17 1.42 1.41
Germany 2.1 1.1 1.09 1.13 1.04 1.19 1.24
Hong Kong 1.8 1.5 1.41 2.01 1.47 1.57 1.57
India 2.5 2.3 2.36 2.26 2.32 2.24 2.25
Indonesia 2.9 2.9 3.16 3.23 3.26 3.36 3.14
ltaly 2.5 2.0 2.00 1.53 1.51 1.57 1.52
Japan 0.7 0.3 0.40 0.48 0.36 0.45 0.51
Malaysia 3.5 3.0 3.19 3.00 2.58 2.45 3.01
Mexico 3.9 3.2 3.32 3.7 3.12 3.25 3.27
Netherlands 1.9 n.d. n.d. 1.20 1.16 1.19 1.24
Philippines 4.3 3.7 4,17 3.57 412 3.53 4.15
Poland 2.1 1.3 1.45 1.42 1.45 2.00 1.59
Russia 2.6 1.9 2.19 2.19 2.16 2.26 2.28
Saudi Arabia 3.0 2.9 2.55 2.34 2.50 3.02 3.06
Singapore 2.5 1.6 2.07 2.06 2.08 2.08 2.17
South Africa 3.2 2.7 2.54 2.48 2.48 3.10 3.32
South Korea 1.3 1.1 1.11 1.12 1.09 1.13 1.08
Spain 1.9 1.6 1.41 1.38 1.39 1.51 1.54
Thailand 3.8 2.9 2.48 3.10 3.1 2.55 2.28
Turkey 2.9 2.5 3.01 2.48 2.46 2.51 2.57
UAE 3.6 3.0 3.24 2.56 2.59 2.57 2.55

UK 2.2 1.5 1.48 1.54 1.50 1.42 1.49
USA 2.7 1.7 2.06 2.01 2.04 2.03 2.07
Vietnam 3.1 2.3 2.39 2.37 2.32 2.22 2.21

Source: Hootsuite and We Are Social

,,,,,,,,,,,,,

' KAYTEK | KAMU YONETIMIi VE TEKNOLOJI DERGISI



Hasan TUTAR
Ceren Guler CAGILTAY

Table 1 compares the daily usage times of social media platforms by country. When
the table is examined, it is seen that the Philippines’ use of social media has increased
over the years. After the Philippines, the daily social media usage times are respective-
ly; Mexico, Indonesia, Argentina and South Africa. One of the striking findings in Table
1, where daily social media times are compared to years, is that developed countries’
social media usage times are less than in underdeveloped countries. The average daily
social media time of Japan, which is at the peak of the world in producing smart device
technologies, is 45 minutes according to 2020 data and 51 minutes in 2021. The main
result is that the developed countries that produce the technology spend less time on
social media platforms than less developed countries. The time spent on social media,
which is one of the important surveillance tools, is high in underdeveloped countries,
making those countries open to surveillance. Table 2 shows the daily time spent by
social media users on these platforms. Remembering the words of the Facebook boss,
who said that privacy is outdated here, it is necessary to consider that people spend the
most time here.

Table 2: Time Spent on Social Media by Year

Facebook 1.336 1.550 1.871 2.167 2.271 2.449 2.740

Youtube n.d. n.d. 1.000 1.500 1.900 2.000 2.291
Twitter 284 320 317 330 326 340 353
Instagram 300 400 600 800 1.000 1.000 1.221
Snapchat 100 200 300 255 287 382 498
WhatsApp 600 900 1.000 1.300 1.500 1.600 2.000

Source: Hootsuite and We Are Social

According to January data in We Are Social and Hootsuite’s report, 62.7 million internet
users, are in Turkey. This number is 4 percent higher than in the same period of 2019.
According to the 2019 data from the Turkish Statistical Institute (TUIK], 75.3 percent of
the population in Turkey uses the Internet. This rate is 81.8 percent among men and
68.9 percent among women. When the data for the last ten years are analyzed, it is seen
that the rate of internet usage has increased from year to year. According to the ‘Digital
2020’ report, looking at the world average, users’ daily time on the Internet is 6 hours
and 43 minutes. In Turkey, on average, 7 hours and 29 minutes are spent per day on the
Internet. When the 16-64 age group is analyzed, Turkey ranks 12th among 42 countries
regarding time spent on the Internet.
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Graphic 1:Social Media Usage Data by Year in The World (In Billion)
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Source: Hootsuite and We Are Social

The number of users of social media platforms worldwide is given in Graph 1. As indi-
cated in Chart 1, various social media platforms have increased between 2015 and 2021.
According to the data for 2021, half of the world’s 7 billion 837 million population are
social media users.

4.2. Internet Usage Analysis

Graphic 2:Internet Usage Data by Year in The World (In Billion)
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Source: Hootsuite and We Are Social

The internet usage analysis section of the research presents the usage rates and tools
of the Internet, which is one of the surveillance practices without being seen in surveil-
lance societies. As shown in Graph 2, a continuous increase in internet usage has been
observed since 2015. According to the data for 2021, four billion 900 million people in
the world are actively using the Internet. According to these data, it is understood that
more than half of the world’s population is under surveillance without being seen and is
open to privacy violations.
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Graphic 3: Data of Smartphone Users Worldwide (In Billion)
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Source: Statista

Smartphones are the most widely used device among smart device technologies glob-
ally. In Graph 3, smartphone usage rates between 2015 and 2021 are given. In 2015, 1.86
billion smartphone users increased to 3.05 million in 2021.

Discussion and Conclusion

While people live together as a society, they seek the possibility of living together with-
out harming each other. However, the question of how much this non-harming situation
is possible with new communication technologies is of great importance. The features
of new communication technologies such as interactivity, demassification and asyn-
chrony make this non-harming situation significantly risky Everett (Rogers, 1986: 4-5).
Mutual interaction enables the two-way communication process between the source
and the receiver and differentiates new communication technologies from the one-way
operation in mass communication. Individuals defined as the target audience in mutual
interaction are no longer passive but active subjects in the communication process.
Using these technologies by active subjects in line with their own will may cause privacy
violations. Here, de-massification means the customization of messages sent to large
user audiences. This privatization situation also poses the risk of sharing the private.
The asynchronous feature of new communication technologies eliminates the necessity
of sending messages reciprocally and instantly between the source and the receiver.

Digital manipulation resulting from the digitization of technology is an important eth-
ical problem. This inevitably leads to an intense flow of disinformation. In social life
shaped by new communication technologies, the perception of reality emerges as an
illusion. It is possible to replace the real with the imitated fake reality with the desired
and continuous reality production. Reality gradually moves away within the simulations
that emerged in this process (Baudrillard, 2014: 41; Sartori, 2004: 24). Accordingly, as
a result of the development and widespread use of new communication technologies,
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the border between the real and the fake is gradually disappearing, and this situation
causes the perception of privacy in the society to be damaged (Robins, 2013: 35). Unlim-
ited sharing of information without the barrier of time and space touches the concept of
freedom of information and communication and conflicts with the concepts of security
and privacy within the scope of privacy on the other end.

Conceptualized as the culmination of a privacy breach, virtual surveillance is one of
the major risks undermining personal security and privacy. Virtual surveillance, facili-
tated by new communication technologies and, in a way, making everyone volunteer to
be visible in the global network, brings various dangers and risks. From this point of
view, there are increasing doubts that private life and privacy will narrow even more in
the future. Surrounded by these technologies, individuals are forced to choose between
security and freedom; These tools, which promise freedom to individuals, also restrict
privacy (Yiksel, 2003: 211; Calik and Toker, 2016: 9). In a global network where informa-
tion security cannot be provided, personal privacy is not taken care of, and continuous
surveillance is possible, it becomes necessary to control and control digital crimes.

Another point regarding surveillance and privacy that should not be ignored is the cul-
tural variable. Another issue is that the dimensions of privacy can change from society
to society and from period to period. In Western culture, the privacy of the human body
requires its inviolability in the public sphere, while in eastern societies, privacy requires
protection from the gaze of the other. While privacy in the west is limited to the sense
of touch, privacy is spread over a wide area, including the sense of sight in the east. Re-
gardless of which sense it is associated with, privacy is related to immunity, and touch-
ing the body or the eye is an ethical violation of immunity.

As aresult, digital technologies indeed bring many opportunities, and digital transformation
is an indispensable part of our lives in today’s reality. However, it should not be ignored that
threats, dangers, and opportunities arise with every new technology (Merriam-Webster,
2021). Therefore, instead of reducing technology as a concept to just tools, it is an application
of technology, an understanding that requires mastery of doing a job. Protecting personal
data against threats and attacks from the digital environment and developing awareness of
the privacy and confidentiality of personal data constitute an important pillar of informa-
tion security. As digital technologies develop, the importance of increasing awareness about
personal data privacy and protecting personal data is increasing.
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